[ OFFICIAL ENGINEERING SPECIFICATION . FROM SCRATCH BUILD ]

THE MANUAL

BUILDING CERBERUS FROM SCRATCH

The Autonomous Guardian of RichX Chain & Multi-Server Fleet.
Complete step-by-step technical implementation guide from zero to a live,
production-hardened sentinel on Hostwinds Linux VPS.

THE FOUNDATION PRINCIPLE

"CERBERUS must be able to STOP an attacker completely, while being structurally
INCAPABLE of becoming an attacker itself — even if its own key is ever compromised."

Infrastructure: Hostwinds Unmanaged Linux Target Domain: cerberus.kim - Chain: Accountable: Steve -
VPS (Ubuntu 22.04/24.04 LTS) RichX Sovereign Network Responsible: Poldi / Claude
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The 4-Layer Autonomous Sentinel Architecture

Synthesized from Omar Santos's Agentic Al for Cybersecurity and Babak Hodjat's The Agentic Enterprise:

¢ 1. Perception Layer: Continuous event ingestion via RichX Chain WebSocket (port 8546) listening to newHeads and

pendingTransactions, paired with server-side probe telemetry (SSH logs, file changes).

¢ 2. Reasoning Layer: Deterministic fast-path engine evaluates transactions against strict mathematical thresholds in

<15ms. Claude/Poldi asynchronously generates human-readable incident briefs.

e 3. Action Layer: A scoped Guardian wallet calls pause() or blacklistWallet(). It cannot touch funds, mint, or

transfer ownership.

e 4. Memory Layer: SQLite database records all evaluations, near-misses, and human audit responses.

System Architecture Diagram
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PART 1: SMART CONTRACT PHASE 0 UPGRADE

Before deploying RichXCoin.sol or EthicoinRichX.sol to mainnet, the contract must separate the Guardian role
from the Owner role. This guarantees that if CERBERUS's VPS is ever compromised, the attacker gains zero financial

power.

Step 1.1: Add the Scoped Guardian Modifier in Solidity

In both contracts, add the state variable, event, and modifier:

guardian;

guardian = r

Step 1.2: Restrict Function Modifiers

Can Guardian

Reasoning
Call?
pause() onlyOwnerOrGuardian  YES Instant emergency freeze to stop active token drains.
blacklistWallet() onlyOwnerOrGuardian  YES Surgical containment of verified malicious recipient.

Cerberus must NEVER unfreeze itself. Human Steve

unpause() onlyOwner NO . Lo .

confirms incident resolution.

Prevents fraudulent token inflation even if guardian
mint() onlyOwner NO g

key leaks.

Prevents attacker from using guardian key to seize
seizeFromBlacklisted()  onlyOwner NO 99 y

user balances.
transferOwnership() onlyOwner NO Prevents hijacking the entire contract governance.

Key Takeaway: With this phase 0 change, the worst-case scenario of a key leak is a nuisance pause that Steve can reverse

with unpause () from the true owner wallet. Zero funds can be lost.



PART 2: HOSTWINDS UNATTENDED VPS SETUP

Follow these steps on a freshly provisioned Hostwinds Unmanaged Linux VPS running Ubuntu 22.04 LTS or Ubuntu
24.04 LTS.

Step 2.1: Initial System Update & Dependencies

Connect as root via SSH and run:

apt-get update -y && apt-get upgrade -y
apt-get install -y curl wget git ufw fail2ban jg \
python3 python3-pip python3-venv python3-dev build-essential \

nginx certbot python3-certbot-nginx libssl-dev

Step 2.2: Create Dedicated Service User & Folder Hierarchy

# Create unprivileged em user
useradd -r -s /bin/false -d /opt/cerberus -m cerberus
# Create production di J "y structure
mkdir -p /opt/cerberus
/opt/cerberu
/opt/cerberus/co
/opt/cerberus

/var/log/cerberus

strict ownership
cerberus:cerberus /opt/cerberus /var/log/cerberus

chmod 750 /opt/cerberus /var/log/cerberus

Step 2.3: Firewall (UFW) & Intrusion Prevention (Fail2ban)

# Configure UFW

ufw default deny incoming

ufw default allow outgoing

ufw allow 22/tcp comment 'SSH Administration'

ufw allow 80/tcp comment 'HTTP Let's Encrypt Certbot'

ufw allow 443/tcp comment 'HTTPS Cerberus Dashboard & Probes'

ufw --force enable

# Enable and start Fail2ban
stemctl enable fail2ban

emctl restart fail2ban

python3 -m venv /opt/cerberus/venv
/opt/cerberus/venv/bin/pip insta --upgrade pip setuptools w
/opt/cerberus/venv/bin/pip install \

web3==6.15.1 \

fastapi==0.110.0 \

uvicorn [standard] 0.28.0 \

pydantic==2.6.4 \

requests==2.31




Step 2.5: Secure Master Environment Configuration

Generate a 32-byte shared probe secret and write /opt/cerberus/config/cerberus.env:




PART 3: PYTHON CORE ENGINE & DAEMON

The master daemon runs continuously under systemd, aggregating satellite probe heartbeats, evaluating blockchain
blocks, and signing guardian emergency transactions when needed.

Step 3.1: Create /opt/cerberus/core/cerberus_daemon.py

#!/usr/bin/env python3

import os, sys, time, json, sglite3

from fastapi import FastAPI, HTTPException

from fastapi.middleware.cors import CORSMiddleware
from pydantic import BaseModel

import uvicorn
DB FILE = "/opt/cerberus/config/cerberus events.db"

def init db():
conn = sqglite3.connect (DB _FILE)
c conn.cursor ()
c.execute ('''CREATE TABLE IF NOT EXISTS security events (
id INTEGER PRIMARY KEY AUTOINCREMENT,
timestamp INTEGER, source TEXT, event type TEXT, severity TEXT, detail TEXT
)Y
c.execute ('''CREATE TABLE IF NOT EXISTS server nodes (
node name TEXT PRIMARY KEY, last seen INTEGER, status TEXT,
load 1m REAL, mem used pct REAL, details TEXT
)
conn.commit ()

conn.close ()

init db ()
app = FastAPI (title="CERBERUS KIM Core")

app.add middleware (CORSMiddleware, allow origins=["*"], allow methods=["*"], allow headers=["*"])

= {
"ARMED",

"circuit breaker": False,

"last pause

"block height": 18492041

class ProbeData (BaseModel) :
node: str
timestamp: int
Statusgs Site
load Im: float

mem used pct: float

@app.post ("/api/vl/probes/heartbeat")
async def probe heartbeat (data: ProbeData) :
-t (DB_FILE)

c.execute ("INSERT OR REPLACE INTO server nodes VALUES (?, ?, 2,

(data.node, int(time.time()), data.status, data.load 1lm, data.mem used pct, data.js
conn.commit ()
conn.close ()

return {"status": "ok"}

@app.get ("/api/vl

async def get stat




lm, mem u

Step 3.2: Register Systemd Service Unit
Create /etc/systemd/system/cerberus-core.service:

[Unit]

Guardian Da

mentFile=

art=/opt




PART 4: MULTI-SERVER PROBE FLEET

You can put an unlimited number of external servers under Cerberus. The probe script connects back securely to
cerberus.kim over HTTPS, streaming authentication events, file integrity changes, and load telemetry.

Step 4.1: The 60-Second Probe Installer

On any additional server (RichX Geth Validator, APl node, Renomex web server), execute:

Step 4.2: What the Satellite Probe Does (Zero-Dependencies)

The probe daemon (/opt/cerberus-probe/probe.py) runs natively using standard Python 3:
¢ 1. Failed SSH & Brute-Force Monitoring: Tails /var/log/auth.log. 3+ failed logins trigger an automated
BRUTE_FORCE_SUSPECTED alert.

e 2. SSH Key Injection Defense: Any new key written to ~/.ssh/authorized_keys or accepted login generates
an instant SSH_SUCCESS audit event.

e 3. Directory File Tampering: Verifies the presence and integrity of binaries in /opt/richxchain.

e 4. Telemetry Heartbeat: Transmits 1-minute load average and RAM utilization every 15 seconds.

Multi-Signal Attack Correlation Matrix

Correlated

Signal A (Server Probe) Signal B (RichX Chain) . Automated Response
Confidence

Telegram alert + Al explanation. No auto-

Normal server telemetry Single transfer > 50% maxTx MEDIUM
pause.
Failed SSH logins (brute . )
¢ | Normal on-chain transfers MEDIUM Telegram server warning. No token pause.
orce
New SSH key added / Rapid transfers (>maxTx Automatic pause() within milliseconds + 1-

. i . CRITICAL HIGH _ I
binary modified cumulatively) tap blacklist confirmation.



PART 5: NGINX REVERSE PROXY & AUTOMATED SSL

Nginx serves the cybernetic glassmorphic PWA frontend and securely reverse-proxies API calls and probe telemetry

to the internal FastAPI service on port 8000.

Step 5.1: Create Nginx Site Configuration

Create /etc/nginx/sites-available/cerberus.kim:

server {
listen 80;
listen [::]:80;

server name cerberus.kim www.cerberus.kim;
location /.well-known/acme-challenge/ {

root /var/www/html;

location /

{
return 301 https://$hostSrequest uri;

rver {
listen 443
listen [::
server name
_certificate /etc/letsencrypt/live/cerberus.kim/fullchain.pem;
1 certificate key /etc/letsencrypt/live/cerberus.kim/privkey.pem;
1 protocols TLSv1l.2 TLSvl.3;

1 ciphers HIGH:!aNULL: !MD5;

root /opt/cerberus/web;

index index.html;

# Serve Cybernetic Glassmorphic PWA
location / {

try files Suri S$Suri/ /index.html;

# Reverse proxy to FastAPI / Python Core Engine
location /api/
proxy pass http://127.0.0.1:8000;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy _header Connection "upgrade";
Host Shost;
X-Real-IP S$remote addr;

X-Forwarded-For $proxy add x forwarded for;

Step 5.2: Enable Site and Obtain Let's Encrypt Certificate

In -sf /etc/nginx/sites-available/cerberus.kim /etc/nginx/sites-enabled/
rm -f /etc/nginx/sites-enabled/default

nginx -t
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PART 6: CYBERNETIC PWA & TACTILE CONTROLS

The web interface at cerberus.kim is styled with the requested Skynet / Matrix / Terminator / DARPA / CIA
aesthetic, complete with transparent watermark backgrounds, tactile Web Audio feedback, and large touch targets
for left-hand operation.

Step 6.1: Deploy Static Assets to /opt/cerberus/web

Copy the following assets into /opt/cerberus/web/:

e index.html — The master responsive PWA application.

e manifest.json — Web app manifest enabling standalone mobile installation.

e sw.js — Service worker enabling offline capabilities.

e cyber-audio.js — Web Audio synthesizer providing tactical audio clicks and alert sounds.
e cerberus.png — Banner logo watermark.

e cerberus_avatar.png — High-resolution robotic Cerberus guardian icon.

e CERBERUS_Technical_Deployment_Guide.pdf /the manual.pdf — In-app downloadable PDFs.

Step 6.2: Left-Hand Accessible Touch Dock

Built for Steve: The Ul eliminates nested menus and complex typing. High-contrast, tactile touch buttons allow one-tap
execution:
e @ EMERGENCY PAUSE: Instantly sends a signed transaction calling pause() on RichXCoin and ETHIC+.

e { SURGICAL QUARANTINE: Restricts a single compromised address for 4 hours without interrupting ecosystem
commerce.

e [5] RE-ARM BREAKER: Re-arms the automated pausing engine after the 24-hour single-pause limiter is triggered.

Step 6.3: Tactical Audio Feedback via Web Audio API

Instead of relying on external MP3 files that can fail to buffer or trigger CORS issues, cyber-audio. js synthesizes

real-time tactical tones:

12



PART 7: VERIFICATION, TESTING & AUDITING

Before enabling live autonomous execution, the system must pass these verification tests.

Step 7.1: Replay Verification (Historical Attack Test)

HIGH confidence and ps

Step 7.2: Verify Guardian Key Limitations (Crucial Safety Proof)

From the guardian private key, deliberately attempt unauthorized calls against a test deployment:

Attempted Call Expected Output Safety Status

RichXCoin.mint (100000 ether) execution reverted: NotAuthorized() IMMUTABLE SAFE
RichXCoin.seizeFromBlacklisted(...) execution reverted: NotAuthorized() IMMUTABLE SAFE
RichXCoin.transferOwnership(attacker) execution reverted: NotAuthorized() IMMUTABLE SAFE
RichXCoin.unpause() execution reverted: NotAuthorized() IMMUTABLE SAFE

Step 7.3: Circuit-Breaker Lockout Test

1. Trigger an emergency pause.
2. Confirm the state shifts to TRIGGERED_PAUSE.

3. Attempt a second autonomous pause within 24 hours.

4. Verify CERBERUS rejects the second pause and logs: Circuit breaker active. Manual re-arm required.

5. Tap [RE-ARM BREAKER] to restore active sentinel status.

THE MANUAL - CERBERUS KIM - The Autonomous Guardian of RichX Chain

Rich Empire - richx.io - cerberus.kim
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